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I. Quy dinh chung:

- Thiét bi diu cubi: P& nghi CTCK lién hé véi nha cung cp dich vu dé biét chiing
loai.

- Thiét bi dinh tuyén: Néu CTCK sir dung thiét bi router ctia hing Cisco, cac thiét
bi nay c6 thé khac model nhung phai cing phién ban hé diéu hanh IOS tir 12.4 (13) tré
1én.

- Dia diém két ndi:

+ Trung tAm dit liéu chinh: 16 V& Vin Kiét, Phuong Bén Thanh, Thanh phé H6
Chi Minh

+ Trung tdm dir liéu du phong: L6 32A Khu Cong vién phin mém Quang Trung,
Phudng Trung My T4y, Thanh ph Ho Chi Minh

- Nha cung cAp dich vu: Hién tai c6 02 nha cung cép dich vu dudng truyén MPLS
duoc chi dinh:

+ ISP #1: VNPT
+ ISP #2: Viettel

- Thudt ngir va viét tit:

+ HOSE: S& Giao dich Ching khoan TP.HCM

+ HNX: S¢ Giao dich ching khoan Ha Noi

+TTDLC: Trung tdm Dir li¢u chinh

+ TTDLDP: Trung tdm Dir liéu du phong

+ IP Address: Internet Protocol Address

+ NAT: Network Address Translation

+ HSRP: Hot Standby Router Protocol

+ CTCK: Cong ty ching khoan thanh vién

+ ISP: Nha cung cap dich vu MPLS

+MDDS:  Hé thdng cung cép dit liéu thong tin thi truong
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IL. Céu hinh mang tai TTDLC cua CTCK:
1. M6 hinh mang WAN:

MPLS NETWORK TOPOLOGY BETWEEN HOSE AND MEMBER FIRMS.
MEMBER FIRM HAS UNIQUE MEMBER CODE “X™
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oo sl
et s | Legend
s 1 < Tradiug Onder Sub-lnterface (Active)
_ j mmm—— Marker Data Sub-interface (Jackop)
Note: {
1. 172.234.X.0730 : IP address berwesn HOSE main conter and the member “X” firough ISPE | & SR crive} i
172.24 X. 10030 : 1P address berween HOSE nain center ind the member X" sii:fugla !..Q;W‘é ] Mm mﬂm’hfn"\ﬁ g i
| < Trading Order Spb-lmerfoce (Backup) |
2 I 8730 : 1P address between HOSE backup cenier and the member “X through ISP#1 e s op
172.24.X.100:30 : IP address betwesn HOSE hackup center and fhe member “X™ through [SP#2 [ —

Hinh 1: Téng quan két ni WAN giita CTCK - HOSE
2. Tong quan:

CTCK phai két néi t6i TTDLC va TTDLDP ciia HOSE théng qua céc két ndi
WAN theo cong nghé¢ MPLS Point-to-Point Layer 2.

Pé dam bao tinh du phong, mdi CTCK phai sir dung 02 nha cung cép dich vu
MPLS (ISP) két néi téi TTDLC va TTDLDP ctia HOSE. Theo d6, véi méi ISP, CTCK
sé ¢6 01 dwong truyén vat 1y két ndi dong thoi dén TTDLC va TTDLDP cta HOSE.
Puong truyén vit Iy nay sé cé 02 két ndi point-to-point ludn 1y, mot két ndi dén
TTDLC va mot két nbi dén TTDLDP.

Céc CTCK phai tuan thu theo chinh sach sir dung dia chi IP, VLAN két ndi WAN
do HOSE cung cép dé thuc hién truy cép. Cac két nbi WAN ctia CTCK dén HOSE can
dam béo kha nang dép tng vé bing thong dé giri/nhan dit liéu giao dich va thong tin thi
truong tir/dén cac hé thong cua HOSE/HNX theo thoi gian thuc.

Trong trudmg hop binh thuong, CTCK két ndi vio TTDLC cia HOSE dé thuc hién
giao dich va nhan théng tin thi truong cia HOSE/HNX. Pong thoi c6 thé két ndi vao
TTDLDP cia HOSE dé thuc hién cac cong viéc nhu kiém thir hé théng cua thanh vién,
da0 tao thanh vién thi truong ... Trudng hop hé théng cia HOSE va HNX tai TTDLC
ctia HOSE giip su ¢b, cac CTCK phai két ndi vao TTDLDP ciia HOSE dé tiép tuc thuc

hién giao dich.

=T/

W
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Két n6i mang WAN dén TTDLC ciia HOSE: CTCK sé ¢6 02 két nbi point-to-
point luan 1y thudc 02 dudng truyén vt Iy tir 02 ISP dé két ndi dén TTDLC ctia HOSE.
02 két nbi point-to-point luan Iy nay hoat dong theo co ché Active — Active. Két nbi tir

ISP #1 dugc sir dung cho viée dat 1énh giao dich, két ndi tir ISP #2 dugc sir dung cho

viéc nhén dit liéu thi truomg. 02 két ndi sé& duge du phong 1dn nhau khi ¢6 su cb.

Vi du: Két ndi tir ISP #1 dong vai tro active cho viéc dat 1énh giao dich va du

phong cho viéc nhan dir lidu thi trudmg. Nguoc lai, két ndi tir ISP #2 déng vai tro du

phong cho viéc dit 1énh giao dich va active cho nhéan dir li¢u thi truong.

Ghi chi: Truong hop CTCK khong thé két ndi toi TTDLC ctia HOSE do su ¢d
duong truyén cua ca 02 ISP, CTCK c6 thé sir dung duong truyén Internet dé dit 1énh

thong qua Cdong dat 1énh khin cap do HOSE cung cip (Emergency Terminal).

Két ndi mang WAN dén TTDLDP ciia HOSE: Mbi CTCK két néi t6i TTDLDP
ctia HOSE thong qua 02 ISP. V&i méi ISP, CTCK sé ¢6 01 két ndi ludn Iy téi TTDLDP
ctua HOSE. 02 két n6i luan Iy dén TTDLDP nay s& du phong 1dn nhau trong truong hop

co su cO v€ mang.
r : ‘ 3
3. Huéng dan cau hinh:

a) Céu truc mang ctiia CTCK:

& &

HTS MTS
3, Ordering Server
~ (Front-End Processor)

Member Internal Network

Firewsll NAT Rule
* To main cwster's Access Point Server (Production Ordering Server -> 1722420130
Member Firm ID: X Firewall * To backup center’s Access Point Server (Test Ordering Sarver -> 172.25 X 130)
VLAN 24 VLAN 28

Production for TRS Order
HATed IP : 172.24. X 15026
TUEW L 17234 X 190

NATed1P: 17225 X 15026
o

Test for TRS Order
: 171243100

S

1

( VLAN 124 ( VLAN 125 ]
Production for MDDS | Test for MDDS |
| 75w s macever s | 14 MDDS Recsiver i
H k‘j 1P © 172243020028 . | B IP: 172.25.X. 20026 1
| 9 GW ;1722430254 " 17333254
FSRP Active HSRP Active
VLAN 24:172 M X 19026 _EATT1240172.2 1> VLAN 128: 172.24 X.25426
VLAN 25: 17225519026 ~"Fa01 25:172 25318926 ; 225 26" VLAN 125: 17325335426
WAN Router#l éiﬂ 125:17225X.25226 Fa0/1.125:172.25.X 25326 WAN Rourer#2
=~ Fal0.Ds

MPLS Service Provider ISPs2
172.25X 10130

172.2430101/30 17225301730,
i ! ’-.“
&4 : ?j
e 3

Access Point Server MDDS Sender Access Point Server MDDS Sender
{(Production) (Production) (Test) (Test)

MEMBER FIRM HAS UNIQUE MEMBER CODE “X™
MEMBER FIRM HAS UNIQUE ROUTER’s SUB-INTERFACE CODE “A, B, C.D”

Hinh 2: Hinh minh hoa ciu triic mang ciia CTCK

b
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Déi véi mbi ISP, CTCK str dung 01 dudng truyén MPLS Point-to-point Layer 2
dé két néi dong thoi TTDLC va TTDLDP cia HOSE. Pudng truyén nay sé dugc két ndi
vao 01 interface vat ly trén Router cia CTCK véi cac sub-interface dé két ndi dén
TTDLC va TTDLDP ctia HOSE. Trén céc sub-interface sé& c6 cac VLAN diu noi WAN
dugc quy dinh boi HOSE dé thiét 1ap viéc két ndi gitra CTCK véi TTDLC va gitta CTCK
véi TTDLDP.

Trong mang LAN: CTCK str dung 02 VLAN (Hinh 2: VLAN 24 va 25) khac nhau
dé két nbi t6i may chu giao dich cia HOSE/HNX (AP Server). Trong d6, VLAN 24
danh cho méi truong Production (TTDLC) va VLAN 25 danh cho méi truong Test, DR
(TTDLDP). Bén canh d6, CTCK str dung 02 VLAN (Hinh 2: VLAN 124 va 125) 3 nhan
thong tin dir liéu thi truong tir HOSE/HNX. Trong d6, VLAN 124 danh cho méi truong
Production (TTDLC) va VLAN 125 danh cho méi truong Test, DR (TTDLDP).

- Thong tin duong truyén va bang thong khuyén nghi can chuan bi ciia CTCK (theo
hinh minh hoa):

*

Duong truyén So luong Ghi chu

Puong truyén vt

ly MPLS Point-to- 2

o

- 01 duong tir ISP#1 két néi TTDLC, TTDLDP

- 01 dudng tir ISP#2 két néi TTDLC, TTDLDP
Point Layer 2

- 01 két ndi luan 1y tir ISP#1 két ndi TTDLC
- 01 két ndi luan 1y tir ISP#2 két ndi TTDLC
- 01 két ndi luan 1y tir ISP#1 két ndi TTDLDP
- 01 két ndi luan 1y tir ISP#2 két n6i TTDLDP

Két ndéi MPLS
Point-to-point 4
Layer 2 luin ly

Bang thong

Muc dich Den TTDLC Pen TTDLDP
bat Iénh 3Mbps
3Mbps
Nhan thoéng tin thi truong 10Mbps
: 13Mbps 3Mbps

*%% Being thong nay chi ddp vmg yéu cau cho viéc két noi dén hé thong cia mét S
(HOSE hodc HNX). Trong truong hop CTCK la thanh vién cia ca hai S6, bang thong
yéu cau can phai dat gdp déi bing thong trong bang trén dé két noi dén hé thong ciia

ca hai So.

P



Router WAN #1
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- Thong tin Group HSRP va VLAN ndi bo:
Thiét bi

Muc dich
Cung cap két ndi active cho Dit 1énh

Giao dich v6i TTDLC (Production)

Ciu hinh

VLAN 24 HSRP Active

Cung cép két ndi active cho Dat 1énh

Giao dich vai TTDLDP (DR, Test)

VLAN 25 HSRP Active

Cung cap két ndi standby nhan Dit
liéu thi truong (MDDS) tir TTDLC
(Production)

VLAN 124 HSRP Standby

Cung cip két ndi standby nhén Dir
liéu thi truong (MDDS) tir TTDLDP
(DR, Test)

VLAN 125 HSRP Standby

Router WAN #2

Cung cAp két ndi active cho nhan Dir
liu thi truong (MDDS) tir TTDLC
(Production)

VLAN 124 HSRP Active

Cung cap két ndi active hoat dong téi
nhan Dir liéu thi truong (MDDS) tir
TTDLDP (DR, Test)

VLAN 125 HSRP Active

Cung cép két ndi standby cho Dit
lénh Giao dich véi TTDLC

(Production)

VLAN 24 HSRP Standby

Cung cdp két ndi standby cho Dit
lénh Giao dich véi TTDLDP (DR,
Test)

VLAN 25 HSRP Standby

Switch

Cung cép cong két ndi cho may chu
nhin Dit liéu thi truong-MDDS cua
CTCK (Production)

VLAN 124 Access

Cung cip cong két ndi cho may chu
nhin Dir liu thi truong cua CTCK
(DR, Test)

VLAN 125 Access

o N\

L5k

s
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Cung cép cong két ndi voi Firewall
(@ két ndi cho Server dit lénh | VLAN 24, 25 Trunk
Production va DR, Test)

. Cung cép diém két ni gifta mang ndi | NAT IP ndi bd cia CTCK
Firewall

bo cua CTCK va mang bén ngoai ra ngoai

b) Quy udc vé dia chi IP va VLAN diu ndi WAN:
- Bang t6m tit thong tin dia chi IP:

IP ciia

Loai két ndi IP cua CTCK

HOSE/HNX
172.24.X.0/30 (IP d4u ndéi WAN ISP #1)

N— 172.24.X.100/30 (IP diu néqi WAN ISP #2) 172.24.251.0/24
172.24.X.128/26 (Subnet dé Dit lénh) 172.24.253.0/24
172.24.X.192/26 (Subnet dé nhan dir liéu MDDS)
172.25.X.0/30 (IP d4u n6i WAN ISP #1)

TIDLDP | 172.25.X.100/30 (IP d4u n6i WAN ISP #2) 172.25.251.0/24

172.25.X.128/26 (Subnet dé Pat 1énh) 172.25.253.0/24
172.25.X.192/26 (Subnet dé nhan dir liéu MDDS)

Ghi chi: “X” 1a ma thanh vién cia CTCK.
- Bang thong tin VLAN déu néi WAN:
VLAN déu nbi WAN ciia

CTCK Ghi cha
VNPT Viettel

Danh cho cidc CTCK c6 ma thanh
TTDLC 1XX1 1XX2

vién nho hon 100.

Théng tin VLAN nay dugc ding dé
TTDLDP 1XX3 1XX4 . _

cau hinh sub-interface.

Danh cho cac CTCK c6 ma thanh
TTDLC 2XX1 2XX2

vién tir 100 tré 1én.

Thong tin VLAN nay dugc dung dé
TTDLDP 2XX3 2XX4 )

cau hinh sub-interface.
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- Vi du VLAN d4u néi WAN cuia mét sé CTCK:
VLAN d4u néi WAN ciia CTCK ¢é

ma thanh vién 01 — Bao Viét

VNPT Viettel
TTDLC 1011 1012
TTDLDP 1013 1014

VLAN déu ndi WAN ciia CTCK ¢6
ma thanh vién 58 — FPTS

Ghi cha

VNPT Viettel
TTDLC 1581 1582
TTDLDP 1583 1584

VLAN diu n6i WAN cua CTCK ¢6

Két noi mi thanh vién 101 — JSI
VNPT Viettel
TIDLC 2011 2012
TTDLDP 2013 2014

Ghi chu

- Bang chi tiét IP va VLAN:

Loai IP Day IP IP kha dung Ghi cha
bia chi IP WAN gitta
TTDLC va CTCK co 172.24.X.1~ | HOSE: 172.24.X.1
172.24.X.0/30

ma thanh vién “X” 172.24.X. 2 CTCK:; 172.24.X.2

thong qua ISP #1

bia chi [P WAN giita
172.24.X.101

TTDLC va CTCK c¢6 HOSE: 172.24.X.101

172.24.X.100/30 | ~

ma thanh vién “X” CTCK: 172.24.X.102
172.24.X.102

théng qua ISP #2

Subnet IP cung cap cho May chu dat 1énh cua
172.24.X.129

CTCK c¢6 ma thanh vién CTCK:

172.24.X.128/26 | ~

“X” danh cho dat 1énh 172.24.X.130 (HOSE)
172.24.X.190

(Production) 172.24.X.140 (HNX)
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Subnet IP cung cép cho
CTCK c6 ma thanh vién
“X” danh cho dir li¢u thi

truomg (Production)

172.24.X.192/26

172.24.X.193

~

172.24.X.254

May chu nhéan Dit liéu
thi truong cua CTCK:
172.24.X.200 (HOSE)
172.24.X.201 (HNX)

Dia chi IP WAN giira
TTDLDP va CTCK c¢6

172.25.X.0/30

172.25.X.1 ~

HOSE: 172.25.X.1

ma thanh vién “X” 11225.X72 CTCK: 172.25.X.2
thong qua ISP #1
Dia chi IP WAN giita
172.25.X.101
TTDLDP va CTCK cé HOSE: 172.25.X.101
_ 172.25.X.100/30 | ~
ma thanh vién “X” CTCE: 172.25.X.102
172:25.%.102
thong qua ISP #2
Subnet IP cung cép cho May chu dat lénh cia N
CTCK c6 mai thanh vién 172.25.X.129~ | CTCK: .K
172.25.X.128/26 N
“X” danh cho dat lénh 172.25.X.190 | 172.25.X.130 (HOSE) '
(DR, Test) 172.25.X.140 (HNX) 3
Z

Subnet IP cung cép cho
CTCK c6 ma thanh vién
“X** danh cho dit liéu thi
truomg (DR, Test)

172.25.X.192/26

172.25.X.193~
172.25.X.254

May chii nhan Dir li¢u
thi truong cua CTCK:
172.25.X.200 (HOSE)
172.25.X.201 (HNX)

¢) Huéng din céu hinh:
CAu hinh mau cho CTCK ¢6 ma thanh vién X (Vi du: X = 58):
- WAN-ROUTER-ISP#1, Primary connection for trading order:

4

ip routing #Unicast

routing enable

n

ip multicast-routing #Multicast routin

g enable

track 24 ip sla 24 reachability #Network reachability tracking of primary MPLS

ip sla 24

ine (Trading Order) to HOSE main

#IP sla us

center

sing n

ext-heop reachability
It

=

icmp-echo 172.24.58.1 source-ip 172.24.58.2

frequency 10 #Reachability check every 10

he or

~

seconds

ip sla schedule 24 life forever start-time now

track 25 ip sla 25

line (Trading Crder) to

N

reachability #

HOSE backup center

Netw

ork reachability

ot
[}

ip sla 25 #IP sla using next-hop reachability

icmp-echo 172.25.58.1 source-ip 172.25.58.2
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e

frequency 10 #Rsachability check every 10 seconds

ip sla schedule 25 life forever start-time now

interface FastEthernet0/0 #FPhysical Interface to device of I8P#]l MPLS line
description ### to ISP#1 MPLS Device ###
no ip address

no shutdown

interface FastEthernet0/0.1581 #MPLS line Interface to HOSE main center through
PEl

description ### to WAN-ROUTER#1-HOSE ###

T

]

encapsulation dotlqg 1581 #VLAN tagging protocol
ip address 172.24.58.2 255.255.255.252
ip pim sparse-mode #PIM sparse-mode snable

no shutdown

interface FastEthernet0/0.1583 #MPLS Iine Interface to HOSE backup center
through ISP#1]

description ### to DR-WAN-ROUTER-HOSE ###

e

ip :address 172.25.58.2 255.255.255.252
ip pim sparse-mode #FPIM sparse-mode enable

no shutdown

HE
Z
M

interface FastEthernet0/1 #Physical Interfazce teo LAN Switch o
description ### to L2 Access Switch trunk ###
no ip address

no shutdown

interface FastEthernet0/1.24 #Sub Interface to LAN Switch of MF
encapsulation dotlg 24 #VLAN tagging protocol

ip address 172.24.58.189 255.255.255.192

standby 24 ip 172.24.58.190 #HSRP Gateway redundancy protocol

ot

v (defzult: 100)

standby 24 priority 110 #HSRP Active priori

standby 24 preempt

standby 24 track 24 decrement 20 #HSRF pricrity decrement in the event of MFLS
line ceonnection failure

standby 24 name HSRP24

no shutdown

interface FastEthernet0/1.25 #Sub Interface to LAN Switch of MF
encapsulation dotlg 25 #VLAN tagging protocel
ip address 172.25.58.189 255.255.255.192
standby 25 ip 172.25.58.190 #HSRP Gateway redundancy protocol

standby 25 priority 110 #HSRP Active priority (default: 100)

standby 25 preempt

e

)X

/’:’;‘;:?\\

e
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standby 25 track 25 decrement 20 #HSRP pricrityv decrement

t in the svent of MPLS

ine connaction
43ine connection

h

ailure
standby 25 name HSRP25

no shutdown

interface FastEthernet0/1.124 #Sub Interfzce te LAN Switch of MF
encapsulation dotlg 124 #VLAN tagging protocel

ip dddress 172.24.58.252 255.2558.255.192

standby 124 ip 172.24.58.254 #HSRP Gateway redundancy protocol
standby 124 name HSRP124

ip pim sparse-mode #PIM sparse-mode enable

ip pim redundancy HSRP124 dr-priority 2 #HSRP zware-PIM priority

no shutdown

interface FastEthernet0/1.125 #Sub Interface toc LAN Switch of MF
encapsulation dotlg 125 #VLAN tagging protocel

ip address 172.25.58.252 255.255.255.192

standby 125 ip 172.25.58.254 #HSRP Gateway redundancy protocol
standby 125 name HSRP125

ip pim sparse-mode #FPIM sparse-mode enable

ip pim redundancy HSRP125 dr-priority 2 #HSRP aware-PIM priority

no shutdown

ip classless

ip woute 172.24.251.0 255.255.255.0 172.24.58.1
ip route 172.24.253.0 255.255.255.0 172.24.58.1
ip route 10.0.0.0 255.255.255.0 172.24.58.1

ip route 10.0.111.0 255.255.255.0 172.24.58.1
ip route 10.0.121.0 255.255.255.0 172.24.58.1

ip route 172.25.251.0 255.255.255.0 172.25.58.1
ip route 172.25.253.0 255.255.255.0 172.25.58.1
ip route 10.10.0.0 255.255.255.0 172.25.58.1
ip route 10.10.111.0 255.255.255.0 172.25.58.
ip route 10.10.121.0 255.255.255.0 172.25.58.
ip route 10.10.115.0 255.255.255.0 172.25.58.
ip route 10.10.125.0 255.255.255.0 172.25.58.
ip route 10.10.123.0 255.255.255.0 172.25.58.

e

ip pim rp-address 10.0.0.200 ACL_PRODUCTION #Permit PIM join mapping for specific
multicast group to production RP

ip pim rp-address 10.10.0.230 ACL_EXTERNAL TEST #Permit PIM join mapping for
specific multicast group to external test RP

ip pim rp-address 10.10.0.220 ACL_INTERNAL TEST #Permit PIM jein mapping for

specific multicast group to internal test RFP



ip access-list

permit 239.

HOSE~Stock

permit 239.

a
permit 239.

T T
HNX-Upcom

5. 6

5.7

« 00,255

+0.0.255

0, 0.,0.,255

02855

0.

0:i0::255

0 0258

permit 239.6.10.0 0.0.0.255

HNX-HCX

#Multicast group IF
#Multicast group IP

14

standard ACL PRODUCTION
.0 0.0.0.255 #Mult

#Muliticast group IP
#Multicast group IP
#Multicast group IP
#Multicast group

ip access-list standard ACL_EXTERNAL TEST
permit 239.55.6.0 0.0.0.255

HOSE-Stock

permit 239.

58.7.

permit 239.56.6.

HNX-Stock

permit 239.56.7.

HNX-Bond

permit 239.56.8.

HNX-Dervi
permit 239.

HNX-Upcom

permit 239.56.10.0 0.0.0.255 #Multicast

HNX-HCX

ip access-list standard

permit 239.45.6.0 0.0.0

HOSE-Stock

permit 239.

HNX-Bond

permit 239.

iva

.45,

.46,

.46.

r

45.

46.8.

ives
9y

7.

0 0.0.0.255 #Mult

0 0.0.0.255 #Multi

0 0.0.0.255

0 0.0.0.255

.0 0.0.0.255 #Mult

ok e
definition for
definiticn fo

~ production

ietion

produ

production

r production

fMulticast group IP definition for external test
icast group IP definition for external test
cast group IP definition for external test
ticast group IP definition for external test
#Multicast group IP definition for external test
0 0.0.0.255 #Multicast group IP definition for external test
#Multicast group IP definition for external test
group IP defipition for external test
ACL_INTERNAL TEST
.255 # Multicast greup IP definition for internal test
.255 # Multicast group IP definition for internal test
.255 # Multicast group IP definition for internal test
.255 # Multicast group IP definition for internal test
.255 # Multicast group IP definition for internal test
.255 # Multicast g IP definition for internal test

as



15

IIATY P—— f2 F ww o
HNX-Derv tives

permit 239.46.9.0 0.0.0.255 # Multicast group IP definition for internal test
HNX-Upcom
permit 239.46.10.0 0.0.0.255 # Multicast group IP definition for internal test

HNX-HCX

- WAN-ROUTER-ISP#2, Primary connection for market data:
ip routing #Unicast routing enzabls

ip multicast-routing #Multicast routing enable

track 124 ip sla 124 reachability #Network reachability

ct
i
b
%)
Ay
3
Q
3
tH
o]
"y
2
b
h
%
=
"l_,
el
n

ine (Market Data) to HOSE main center

bt

ip sla 124 #IP sia using next-hop reachability
icmp-echo 172.24.58.101 source-ip 172.24.58.102
frequency 10 #Reachability check every 10 seccnds

ip sla schedule 124 life forever start-time now

track 125 ip sla 125 reachability #Network reachability tracking of primary MPLS
Market Data) to HOSE backup center

ip sla 125 #IF sla using next-hop reachability
icmp-echo 172.25.58.101 source-ip 172.25.58.102
frequency 10 #Reachability check every 10 seconds

ip sla schedule 125 life forever start-time now

interface FastEthernet0/0 #Physical Interface to device of ISP#zZ MPLS line
description ### to ISP#2 MPLS Device ###
no ip address

no shutdown

interface FastEthernet0/0.1582 #MPLS line Interface to HOSE main center

through ISP#2

description ### to WAN-ROUTER#2-HOSE ###
encapsulation dotlqg 1582 #VLAN tagging protocol
ip address 172.24.58.102 255.255.255.252

ip pim sparse-mode #PIM sparse-mode enzble

no shutdown

interface FastEthernet0/0.1584 #MPLS line Interface to HOSE backup canter

IsP#2

description ### to DR-WAN-ROUTER-HOSE ###

encapsulation dotlq 1584 #VLAN tagging protocol

ip address 172.25.58.102 255.255.255.252
ip pim sparse-mode #FIM sparse-mode enable

no shutdown

interface FastEthernet0/1 #Physical Interface to LAN Switch of MF

description ### to L2 Access Switch trunk ###

1@l

A
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no ip address

no shutdown

interface FastEthernet0/1.24 #Sub Interface to LAN Switch of MF
encapsulation dotlqg 24 #VLAN tagging protocol

ip address 172.24.58.188 255.255.255.192

standby 24 ip 172.24.58.190 #HSRP Gateway redundancy protocel
standby 24 preempt

standby 24 name HSRP24

no shutdown

interface FastEthernet0/1.25 §#Sub Interface fto LAN Switch of MF
encapsulation dotlqg 25 #VLAN tagging protocol
ip address’ 172.25:58.:188 255.255.255:192
standby 25 ip 172.25.58.190 #HSRP Gateway redundancy preoctocol
standby 25 preempt
standby 25 name HSRP25

no shutdown

interface FastEthernet0/1.124 #Sub Interface to LAN Switch of MF

encapsulation dotlg 124 #VLAN tagging protoc

ip address 172.24.58.253 255.255.255.192

standby 124 ip 172.24.58.254 #HSRP Gateway redundancy protocol

standby 124 priority 110 #HSRP Active priority (default: 100)

standby 124 preempt

standby 124 track 124 decrement 20 #HSRP priecrity decrement in the event of

T
MPL

By

ailure
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standby 124 name HSRP124
ip pim sparse-mode #PIM sparse-mode enable
ip pim redundancy HSRP124 dr-priority 10 #HSRP aware-PINM pricrity

no shutdown

interface FastEthernet0/1.125 #Sub Interface to LAN Switch of MF
encapsulation dotlqg 125 #VLAN tagging protecel
ip address 172.25.58.253 255.255.255.192
standby 125 ip 172.25.58.254 #HSRP Gateway redundancy protocol

standby 125 priority 110 #HSRP Active pricority ({(default: 100)

standby 125 preempt

standby 125 track 125 decrement 20 #HSRP priority decrement in the event of
MPLS line connection failure

standby 125 name HSRP125

ip pim sparse-mode #PIM sparse-mode enable

ip pim redundancy HSRP125 dr-priority 10 #HSRP aware-PIM priority

no shutdown

ip classless

z2%5 /EH
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multicast

ip route
ip
ip
ip
ip

route
route
route
route
ip route
ip
ip
ip
ip
ip
ip

route
route
route
route
route

route

ip

group

10.
10.
10:
10.
10.

10.111.0 255.2556.255.
10.:121:0 255.255.255;
10.115.0 255.255.255.
10.125.0 255.255.255.

ction RP

to produ
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172.24.251.0 255.255.255.0 172.24.58.101
172.24.253.0 255.255.255.0 172.24.58.101
10.0.0.0 255.255.255.0 172.24.58.101
10.0.111.0: 255.255.255.0 172.24.58,101
10.0.121.0 255.255.255.0 172.24.58.101

172.25.251.:0 255.255.255.0 172.25.58.101
172.25.253.0 255.255.255,0 172.25.58.101
10.0.0 255.255.255.0

172.25:58:101

0 172.25.58

.101
0 172.25.58.
0 172.25.58.
0 172.25.58.

101
101
101

pim rp-address 10.0.0.200 ACL_PRODUCTION #Permit

ip pim rp-address 10.10.0.230 ACL_EXTERNAL TEST

ip pim rp-address 10.10.0.220 ACL_INTERNAL TEST #Permi

roup

group

to internal

to external test

ip access-list standard ACL_PRODUCTION

permit 239.

permit 239.

TOSE-Repo

permit 238.

.5.7.0 0.0.0.

.6.7.0 0.0.0.

5.6.0 0.0.0.255

255

0.0.

5,8.0 Bs 255

6.6.0 0.0.0.255

255

(&3]
[e o)
=
(=]

.255

+
o

HNX-Derivatives

permit 239.6

HNX-Upcom

9.0 0:0.0.255

permit 239.6.10.0 0.0.0.255 #Mu

HNX-HCX

ip access-list standard ACL_EXTERNAL TEST

permit 239.

HOSE-Stock

permit 239.

HOSE-Bond

permit 2389.

HOSE-Repo

permit 239.56.6.0 0.0.0.255 #Multicast group IP

55.6.0 0.0.0.255 #Multicast group

55.7.0 0.0.0.255

55.8.0 0.0.0.255 #mMulticast group I

$Permit PIM join mapping for
RP
PIM jeoin mapping for
31 test RP
#Multicast group IP definition for production
#Multicast group IP definiticn for production
#Multicast group IP definition for production
#Multicast group IP definition for producticn
#Muleicast group IP definition for production
#Multicast group IF definition for production
$Multicast group IP definition for production
lticast group IP definition for productio
IP definition for external test
#Multicast group IP definition for external test
IP definition for external test
definition for external test

/S

s
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permit 239.56.8.0 0.0.0.255 #Multicast groi
HNX-Dervivatives

permit 239.56.9.0 0.0.0.255 #Mulcicast group IFP d
HNX-Upcom

permit 239.56.10.0 0.0.0.255 #Multicast
HNX-HCN

ip access-list standard ACL INTERNAL TEST

permit 239.45.6.0 0.0.0.255 #Muiticast group IP definition

HOSE~Stock

permit 239.45.7.0 0.0.0.255 #Multicast group IP definition for internal test
HOSE-EBond

permit 239.45.8.0 0.0.0.255 #Muliticast group IP definition for internal test
HOSE-Repo

permit 239.46.6.0 0.0.0.255 #Multicast group IP definition for internal test
HNX-Stock

permit 239.46.7.0 0.0.0.255 #Multicast group IP defipition for internal test
HNX-Bond

permit 239.46.8.0 0.0.0.255 #Multicast group IP definition for internal test
HNX-Dervivatives

permit 239.46.9.0 0.0.0.255 #Multicast group IP definition for internal tast

INX-Upcoem
permit 239.46.10.0 0.0.0.255 #Multicast

HNX-HCX

- LAN Switch

spanning-tree mode rapid-pvst #Rapid spaaning-tree ;

vlan 24 #VLAN 24 Creation

vlan 25 #VLAN 25 Creation

vlan 124 #VILAN 124 Creation

vlan 125 #VLAN 125 Creation

spanning-tree vlan 24, 25, 124, 125 priority 4096 #Spanning-tree root switch

priory

interface FastEthernet0/22 #Interface to Firewall

interface FastEthernet0/23

of MF
description ### to Internal Firewall ###
switchport trunk encapsulation dotlqg #VLAN tagging protocol

rr T -~

switchport trunk allowed vlan 24, 25 #VLAN 24, Z5

switchport mode trunk #Trunk switchport

no shutdown

X1
(@]
s
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I
23
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hy
Y
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#Interface to WAN-F

description ### to WAN-ROUTER-ISP#1 ###

switchport trunk encapsulation dotlg #VLAN tagging protocol

Allowed in Trunk switchport

\

e e

‘:___”

NG

e



19

switchport trunk allowed vlan 24, 25, 124, 125 #VIAN 24, 25, 124, 125 A
in Trunk switchport

switchport mode trunk #7runk switchport

no shutdown

interface FastEthernet0/24 #Interface to

description ### to WAN-ROUTER-ISP#2 ###

switchport trunk encapsulation dotlg #VLAN tagging protocel

switchport trunk allowed vlan 24, 25, 124, 125 #VIAN 24, 25, 124, 125 Allowed
in Trunk switchport
switchport mode trunk #Trunk switchport
no shutdown
interface FastEthernet0/1 #Interface to MDIS receiver for production
description ### MDIS market data receiver for production ###
switchport mode access #Access switchport
switchport access wvlan 124 #VLAN 2
spanning-tree portfast #Fast for
spanning-tree bpduguard enable #Detectéiprevent BPDU frame
no shutdown
interface FastEthernet0/2 #Interface to MDIS receiver for test & training

description ### MDIS market data receiver for external test ###
switchport mode access #access switch
switchport access vlan 125 #VLAN 25 access

spanning-tree portfast #Fast forwarding state for end int

spanning-tree bpduguard enable #Dete

no shutdown

d) Nhing van dé thuong gip:

- Track sai interface: Viéc track sai interface trén router s& din dén su hoat dong
khong chinh xac cua HSRP.

- PIM Neighboring: Router cia CTCK khong thiét 1ap PIM neighboring véi cac
wan router cia HOSE. Trong truong hgp router CTCK khong thiét 1ap PIM neighboring
v6i wan router ctia HOSE thi thong tin vé “cay multicast” s& khong di vao mang ndi bd
ciia CTCK dan dén CTCK khong thé nhan duoc dir liéu multicast tr HOSE/HNX.

- Nhan thiéu goi dir liéu UDP:

+ Kiém tra v6i nha cung cap dich vu mang.

+ Thuc hién trén may cht nhén dir liéu thong tin thi trudng: kiém tra cac géi tin c6
bi mét trén cdng két ndi, tir d6 tinh chinh céc thong s vé bd nhé, dudng dan tham khao:

https://ref.onixs.biz/lost-multicast-packets-troubleshooting.html#4

https://man7.org/linux/man-pages/mang/ss.8.html

-~ ¥ Mol
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https://www.baeldung.com/linux/udp-socket-buffer

https://fasterdata.es.net/host-tuning/linux/udp-tuning/
III. Ciu hinh mang tai TTDLDP ciia CTCK:
1. M6 hinh mang WAN:

MPLS NETWORK TOPOLOGY BETWEEN HOSE AND MEMBER FIRMS.
MEMBER FIRM HAS UNIQUE MEMBER CODE “X™

< Ljéu.mo

= 17227X.10230 158
e 172,275 10130 !

1sPEIASPY

i

1. 1722630730 : IP addreas between HOSE main center and the member “X” through ISP=1

17226 X.10030 : IP address between HOSE main ceter and the member "X threughls?22 | 777777

2. 17227.X.0:30 ; IP address betwees HOSE baciup center and the member “X” through ISP=1 FUSRT—

172.27.X.10030 : IP address between HOSE backup center and the member “X* through ISPF2

+ Trading Order Sub-haterface (Active)
: Market Data Sub-Interface (Backup)

+ Market Date Sub-Interfase (Active)
: Trading Order Sub-Interface (Backup}

: Phvsdos] Interface

Hinh 3: Tong quan két n6i WAN giita CTCK - HOSE

2. Tong quan:

TTDLDP cua CTCK phai dap (g céc yéu cau k¥ thuat, dugc trién khai tuong tu
nhu hé théng cong nghé théng tin tai TTDLC cia CTCK va khéng bt budc phai c6 du

phong vé thiét bi.

3. Hwéng din cdu hinh:

a) Cu triic mang ciia CTCK:

zase Lo\

s



main canter’s Access Point Servar (Produstion Ordenng Server > 172263 130)

Member Firm ID: X Firewali sk cnntes”s Aocess Pout Server (Test Ordenng Server -» 172.2730150)

VLAN 126 | T NiaNiar

| Production for MDDS |

¥ AMDDS Receiver e
i 5 miamanzacace
| L owiimaexase

Fa01.23
’J“b.‘!ﬁ“
=" Fa01 271
ﬁ Fa01.127;

FahO A Fal 3=~
17226 K 2:30 2

"‘""1"-‘2“..\1:..;““ ot
AIPLS Servive Provider 1ISP#E
1722630 1

Access Point Server MDDS Sender Access Point Server MDDS Sender
{Test)

(Production) @rod ) (Tes®)

MEMBER FIRM HAS UNIQUE MEMBER CODE “X™
MEAMBER FIRM HAS UNIQUE ROUTER s SUB.INTERFACE CODE A, B, C, D™

Hinh 4: Hinh minh hoa ciu tric mang ciia CTCK

Péi véi mdi ISP, CTCK sir dung 1 dudng truyén MPLS Point-to-point Layer 2 dé
két n6i dong thoi TTDLC va TTDLDP cia HOSE. Puong truyén nay sé& duge két nbi
vao 1 interface vat 1y trén Router cia CTCK vé6i céc sub-interface dé két néi dén TTDLC
va TTDLDP. Trén cac sub-interface s& c6 cac VLAN didu néi WAN dugc quy dinh boi
HOSE dé thiét 14p viéc két ndi gitta CTCK véi TTDLC va gitta CTCK véi TTDLDP.

Trong mang LAN: CTCK str dung 02 VLAN (Hinh 4: VLAN 26 va 27) khac nhau
dé két ndi téi may chu giao dich cia HOSE/HNX (AP Server). Trong d6, VLAN 26
danh cho méi truong Production (TTDLC) va VLAN 27 danh cho méi truong Test, DR
(TTDLDP). Bén canh d6, CTCK sir dung 02 VLAN (Hinh 4: VLAN 126 va 127) & nhén
thong tin dix liéu thi truong tir HOSE/HNX. Trong d6, VLAN 126 danh cho moé1 truong
Production (TTDLC) va VLAN 127 danh cho méi truong Test, DR (TTDLDP).

- Thong tin dudng truyén va bang thong khuyén nghi cin chudn bi ctia CTCK (theo
hinh minh hoa):

So

Thiét bi Ghi cha
luong

Puong truyén vat Iy MPLS N 1 dudmg tir ISP#1 két néi TTDLC, TTDLDP
Point-to-Point Layer 2 - 1 dudng tir ISP#2 ket noi TTDLC, TTDLDP
Két ndi MPLS Point-to- - 1 két ndi luan ly tir ISP#1 két néi TTDLC
point Layer 2 ludn Iy . 1 két ndi luan 1y tir ISP#2 két néi TTDLC

G, i e P T (D\:QQ\\
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- 1 két ndi luan 1y tir ISP#1 két n6i TTDLDP
- 1 két ndi luan 1y tir ISP#2 két n6éi TTDLDP

Pén TTDLC ,
Peén TTDLDP
biat Iénh 3Mbps
p—— 3Mbps
Nhén thong tin thi trudng 10Mbps
: 0 13Mbps 3Mbps

- Thong tin Group HSRP va VLAN n¢i bd:

Thiét bi

Router WAN #1

Muc dich

Cung cip két noi active cho Dit 1énh Giao

Céu hinh

VLAN 26 HSRP

dich v6i TTDLC (Production) Active 7
Cung cap két ndi active cho Dit 1énh Giao | VLAN 27 HSRP 3¢
dich voi TTDLDP (DR, Test) Active ﬂ
Cung cip két ndi standby nhan Dit liéu thi | VLAN 126 HSRP i‘
truong (MDDS) tir TTDLC (Production) Standby <
Cung cép két ndi standby nhan Dit ligu thi | VLAN 127 HSRP

truong (MDDS) tir TTDLDP (DR, Test) Standby

Router WAN #2

Cung cap két ndi active cho nhan Dit liéu thi

truong (MDDS) tir TTDLC (Production)

VLAN 126 HSRP

Active

Cung cép két ndi active hoat dong t¢i nhan Dix
liu thi truong (MDDS) tir TTDLDP (DR,
Test)

VLAN 127 HSRP

Active

Cung cap két ndi standby cho Pat 1énh Giao
dich véi TTDLC (Production)

VLAN 26 HSRP
Standby

Cung cap két ndi standby cho Pt 1énh Giao
dich v6i TTDLDP (DR, Test)

VLAN 27 HSRP
Standby

Switch

Cung cip cong két nbi cho may chii nhan Dix
truong-MDDS CTCK
(Production)

liu thi cua

VLAN 126 Access
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Cung cap cong két ndi cho may chu nhan Dir

. VLAN 127 Access
liéu thi truong cua CTCK (DR, Test)

Cung cap cong két ndi voi Firewall (dé két ndi

VLAN 26, 27 Trunk
cho Server dit 1énh Production va DR, Test)

. Cung cép diém két ndi gitta mang ndi bd cua | NAT IP ndi bd cia
Firewall

CTCK va mang bén ngoai CTCK ra ngoai

b) Quy udc vé dia chi IP va VLAN du ndi WAN:

- Bang tom tit thong tin dia chi IP:

Loai két noi IP cia CTCK IP ciia HOSE/HNX

172.26.X.0/30 (IP d4u ndi WAN ISP #1)

S 172.26.X.100/30 (IP d4u n6i WAN ISP #2) 172.24.251.0/24
172.26.X.128/26 (Subnet dé Pat lénh) 172.24.253.0/24 =
172.26.X.192/26 (Subnet dé nhan dir liéu MDDS) 5
172.27.X.0/30 (IP dau ndi WAN ISP #1) NC.

TTDLDP | 172.27.X.100/30 (IP d4u n6i WAN ISP #2) 172.25.251.0/24 ¥
172.27.X.128/26 (Subnet dé Pit 1énh) 172.25.253.0/24 i
172.27.X.192/26 (Subnet @ nhan di liéu MDDS)

Ghi chi: “X” 12 mi thanh vién cia CTCK.
-Bang thong tin VLAN d4u n6i WAN:

: VLAN dau ndi WAN cia CTCK
Két noi Ghi chn

VNPT Viettel

Danh cho cac CTCK co
TTDLC 1XX5 1XX6
ma thanh vién nhé hon
100.

Thong tin VLAN nay

TTDLDP 1XX7 1XX8 y B az
dugc dung dé cau hinh

sub-interface.

Danh cho cac CTCK co
ma thanh vién tir 100 tro
TTDLDP 2XX7 2XX8 I1én.

TTDLC 2XX5 2XX6
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Thong tin VLAN nay
dugc dung dé cdu hinh

sub-interface.

- Vi du VLAN d4u néi WAN ciia mét sé CTCK:

 VLAN déu n6i WAN ciia CTCK ¢6 mia thanh vién 01 — Bio

Két ndi Viét

VNPT
TTDLC 1015 1016
TTDLDP 1017 1018

VLAN d4u néi WAN cita CTCK ¢6 ma thanh vién 58 —

Két néi FPTS

Viettel
"TTDLC 1585 1586

TTDLDP 1587 1588

VLAN déu ndi WAN ciia CTCK ¢6 ma thanh vién 101 -

JS1
Viettel
TTDLC 2015 2016
TTDLDP 2017 2018

- Bang chi tiét IP va VLAN:
Loai IP Day IP IP kha dung Ghi chu

Dia chi I[P WAN giira
TTDLC va CTCK c6 172.26.X.1 ~ | HOSE: 172.26.X.1
172.26.X.0/30

ma thanh vién “X” 17226.X. 2 CTCK: 172.26.X.2

thong qua ISP #1

Dia chi IP WAN giita

TTDLC va CTCK co6 172.26.X.101 ~ | HOSE: 172.26.X.101
172.26.X.100/30

ma thanh vién “X” 172.26.X.102 | CTCK: 172.26.X.102

thong qua ISP #2

= X0 |uf
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) May chu dat 1énh cua
Subnet IP cung cap cho
CTCK.:
CTCK c¢6 ma thanh 172.26.X.129 ~
. 172.26.X.128/26 172.26.X.130
vién “X” danh cho dat 172.26.X.190
; (HOSE)
1énh (Production)
172.26.X.140 (HNX)
Subnet IP cung cép cho May chii nhan Dix liéu
CTCK c6 ma thanh 172.26.X.193 | thi truong cia CTCK:
vién “X” danh cho dir | 172.26.X.192/26 | ~ 172.26.X.200
lidu thi truong 172.26.X.254 | (HOSE)
(Production) 172.26.X.201 (HNX)
Dia chi IP WAN giira
TTDLDP va CTCK coé 172.27.X.1 ~ |[HOSE: 172.27.X.1
172.27.X.0/30
ma thanh vién “X” 172.27.X.2 CICK: 172.27.X.2
thong qua ISP #1
bia chi [P WAN giira
TTDLDP va CTCK cé 172.27.X.101 ~ | HOSE:172.27.X.101
172.27.X.100/30
ma thanh vién “X” 172.27.X.102 | CTCK:172.27.X.102
thong qua ISP #2
. May chu dat 1énh cia
Subnet IP cung cép cho
CTCK:
CTCK c¢c6 ma thanh 172.27.X.129-:
172.27.X.128/26 172.27.X.130
vién “X” danh cho dat 172.27.X.190
(HOSE)
Iénh (DR, Test)
172.27.X.140 (HNX)
Subnet IP cung cap cho May chi nhan Dix ligu
CTCK c6 ma thanh thi trrong cua CTCK:
172.27.X.193~
vién “X” danh cho dir | 172.27.X.192/26 172.27.X.200
172.27.X.254
liéu thi truong (DR, (HOSE)
Test) 172.27.X.201 (HNX)

¢) Huéng dan c4u hinh:
Céu hinh mau cho CTCK c6 ma thanh vién X (Vi du: X = 58):
- WAN-ROUTER-ISP#1, Primary connection for trading order:

ip routing #Unicast routin

== T
g enaj.ie

ip multicast-routing #Multicast routing

12l
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icmp-echo 172.26.58.1 source-ip 172.26.58.2
frequency 10 #Reachability check every 10 seconds

ip sla schedule 26 life forever start-time now

track 27 ip sla 27 reachability #Network reachability tracking of p
MFLS line (Trading Order) to HOSE backup center

ip sla 27 #IP sla using next-hop reachability

icmp-echo 172.27.58.1 source-ip 172.27.58.2
frequency 10 #Reachebility check every 10 seconds

ip sla schedule 27 life forever start-time now

interface FastEthernet0/0 #Fhysical Interface to device of ISP#] MPLS lin

description ### to ISP#1 MPLS Device ###
no ip address

no shutdown

interface FastEthernet0/0.1585 #MPLS line Interface to HOSE main ce:

through ISP#1
description ### to WAN-ROUTER#1-HOSE ###

encapsulation dotlqg 1585 #VILAN tagging protocol
ip address 172.26.58.2 255.255.255.252
ip pim sparse-mode #PIM sparse-mode enable

no shutdown

interface FastEthernet0/0.1587 #MPLS line Interface to HOSE hackup
through ISP#1
description ### to DR-WAN-ROUTER-HOSE ###
encapsulation dotlg 1587 #VLAN tagging protocol
ip address 172.27.58.2 255.255.255.252
ip pim sparse-mode #FPIM sparse-mode enable

no shutdown

interface FastEthernet0/1 #Physical Inter
description ### to L2 Access Switch trunk ###
no ip address

no shutdown

interface FastEthernet0/1.26 #Sub Interface to LAN Switch of MF
encapsulation dotlg 26 #VLAN tagging protocol

ip address 172.26.58.189 255.255.255.192

standby 26 ip 172.26.58.190 #HSRP Gateway redundancy protocol

standby 26 priority 110 #HSRP Active priority (default: 100)

standby 26 preempt

center



standby 26 track 26 decrement 20
nnection failure

standby 26 name HSRP26

no shutdown

interface FastEthernet0/1.27 #Subk Interface to LAN Switch of MF
encapsulation dotlg 27 #VIAN tagging protocol
ip address 172.27.58.189 255,255.255,192
standby 25 ip 172.27.58.190 #HSRP Gateway redundancy protocol
standby 27 priority 110 #HSRP Active priority (default: 100}
standby 27 preempt
standby 27 track 27 decrement 20 #HSRF priority decrement in the
line connection failure
standby 27 name HSRPZ27

no shutdown

interface FastEthernet0/1.126 #Sub Interface to LAN Switch of MF
encapsulation dotlqg 126 #VLAN tagging protocol
ip address 172.26.58.252 255.255.255.192
standby 126 ip 172.26.58.254 #HSRP Gateway redundancy protocol

standby 126 preempt
standby 126 name HSRP126

ip pim sparse-mode #PIM sparse-mode =nable

ip pim redundancy HSRP126 dr-priority 2 #HSRP aware-PIM priority

no shutdown

interface FastEthernet0/1.127 #Sub Interface
encapsulation dotlqg 127 #VLAN tagging protoccl

ip address 172.27.58.252 255.255.255.192

standby 127 ip 172.27.58.254 #HSRP Gateway redundancy protocol

standby 127 preempt
standby 127 name HSRP127

sparse-mode enable

ip pim sparse-mode #PIM

i

ip pim redundancy HSRP127 dr-priority 2 #HSRF av

no shutdown

ip classless

179,26.2581.0 255:255.255.0 172.26+58.1
192,.26.253.0 255.255.255.0 172:26.58.1
10.0.0.0 255.255.255.0 172.26.58.1
10.0.111.0 255.255.255.0 172.26.58.1
10.0.121.0 255.255.255.0 172.26.58.1

ip route
ip
ip
ip
ip

route
route
route

route

172.27.251.0 255.255.255.0 172.27.58.1
172.27.253.0 255.255.255.0 172.27.58.1
10.10.0.0 255.255.255.0 172.27.58.1

ip route
ip
ip

route

route

vare-PIM priority

W
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1722158,
172.27.58.
172:27.58.
172.27.58,
172.27.58.

ip route 10.10.111.0 255.255.255.
ip route 10.10.121.0 258.255.288.
ip ixedte 10.10:115.0 285,255.255;
ip route 10.10.123.0 255.255.255.
ip route 10.10.125.0 255.255.255.

o © o o o
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ip pim rp-address 10.0.0.200 ACL_PRODUCTION #FPermit PIM join mapping for

specific multicast group to production RP

specific multicast group to external test RFP

g

ip pim rp-address 10.10.0.220 ACL_INTERNAL TEST #Permit PIM join mapping for

spacific multicast group to internal test RP

ip access-list standard ACL_PRODUCTION

permit 239.5.6.0 0.0.0.255 #mMulticast group IP definition for production
HOSE-Stock

permit 239.5.7.0 0.0.0.255 #Multicast group IP definition for production
HOSE-Bond

permit 239.5.8.0 0.0.0.255 #Multicast group IP definition for production

HOSE-Rep

8]

permit 239.6.6.0 0.0.0.255 #Multicast group IP definition for production
HNX-Stock
permit 239.6.7.0 0.0.0.255 #Muliticast g

HNX-Bond

[a

cup IP definition for production

permit 239.6.8.0 0.0.0.255 #Muiticast group IP definition for production
HNX-Derivatives

permit 239.6.9.0 0.0.0.255 #§Multicast group IP definition for production
HNX-Upcom

permit 239.6.10.0 0.0.0.255 #Multicast group IP - production
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HNX-HCX

ip access-list standard ACL_EXTERNAL TEST

permit 239.55.6.0 0.0.0.255 #Multicast group IP definition for external test
HOSE-Stock
permit 239.55.7.0 0.0.0.255 #Multicast group IP definition for external test

HOSE-Bond
permit 239.55.8.0 0.0.0.255 #Multicast group IP definiticen for external test
HOSE-Repo
permit 239.56.6.0 0.0.0.255 #Multicast group IP definiticn for external test

ENX-Stock
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permit 239.56.7.0 0.0.0.255 #Multicast group IP definiticn
HNX-Bond

permit 239.56.8.0 0.0.0.255 #Multicast group IP definition for external test
HNXN-Dervivatives

for external test
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permit 239.56.9.0 0.0.0.255 #Multicast group

HNX-Upcom
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permit 239.56.10.0 0.0.0.255 #multicast group IP definition for external test

LIRIN" LIy
RN =
HNX-HCX

ip access-list standard ACL_INTERNAL TEST

permit 239.45.6.0 0.0.0.255 #Multicast group IF definiticn for internal test

permit 239.45.7.0 0.0.0.255 #Multicast group IFP definition for internal test

permit 239.45.8.0 0.0.0.255 #Multicast group IP definition for internal test
HOSE-Repo
permit 239.46.6.0 0.0.0.255 #Multicast group IP definitien for internal test
HNX-Stock
permit 239.46.7.0 0.0.0.255 #Multicast group IP definiticn for internal test

HNX-Bond

permit 239.46.8.0 0.0.0.255 #Multicast group IP definition for internal test

H

HNX-Dervivatives
permit 239.46.9.0 0.0.0.255 #Multicast group IP definition for internal test

HNX-Upcom
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permit 239.46.10.0 0.0.0.255 #Multicast group IP definition for interna

HNX-HCX

- WAN-ROUTER-ISP#2, Primary connection for market data:
ip routing #Unicast rouing enable

ip multicast-routing #Multicast rouing enable

ip sla 126 #IP sla using next-hop reachability

F N

icmp-echo 172.26.58.101 source-ip 172.26.58.102

I
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frequency 10 #Reachability check every 10 s

&)

ip sla schedule 126 life forever start-time now

A

track 127 ip sla 127 reachability #Network reachability tracking of primary

MPLS line (Market Data) to HCSE backup center

ip sla 127 #IF sla using next-hop reachability

icmp-echo 172.27.58.101 source-ip 172.27.58.102

frequency 10 #Reachability check every 10 seconds

ip sla schedule 127 life forever start-time now

interface FastEthernet0/0 #FPhysical Interface to device of ISP#2 MPL!
description ### to ISP#2 MPLS Device ###
no ip address

no shutdown

interface FastEthernet0/0.1586 #MPLS line Interface to HOSE main center

through ISP#2
description ### to WAN-ROUTER#2-HOSE ###

=
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encapsulation dotlqg 1586 #VLAN tagging protocol
ip address 172.26.58.102 255.255.255.252
ip pim sparse-mode #FPIM sparse-mods enable

no shutdown

interface FastEthernet0/0.1588 #MPLS line Interface to HOSE backup

through ISF#2
description ### to DR-WAN-ROUTER-HOSE ###
encapsulation dotlqg 1588 #VLAN tagging protocol
ip address 172.27.58.102 255.255.255.252
ip pim sparse-mode #PIM spsrse-mode enable

no shutdown

interface FastEthernet0/1 #Fhysical Interface to LAN Switch of MF

description ### to L2 Access Switch trunk ###
no ip address

no shutdown

interface FastEthernet0/1.26 #Sub Interface to LAN Switch of MF
encapsulation dotlg 26 #VLAN tagging protocol

ip address 172.26.58.188 255.255.255.192

standby 26 ip 172.26.58.190 #HSRP Gateway redundancy protocol
standby 26 preempt

standby 26 name HSRP26

no shutdown

interface FastEthernet0/1.27 #3ub Interface to LAN Switch of MF
encapsulation dotlqg 27 #VLAN tagging protocol
ip address 172.27.58.188 255.255.255.192
standby 27 ip 172.27.58.180 #HSRP Gateway redundancy protocol
standby 27 preempt
standby 27 name HSRP27

no shutdown
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interface FastEthernet0/1.126 #Sub Interface to LAN
encapsulation dotlqg 126 #VLAN tagging protocoel

ip address 172.26.58.253 255.255.255.192

standby 126 ip 172.26.58.254 #HSRFP Gateway redundancy protocol
standby 126 priority 110 #HSRP Active priority (default: 100)
standby 126 preempt

standby 126 track 126 decrement 20 #HSRP pricority decrement in the
MPL3 line connection failure

standby 126 name HSRP126

ip pim sparse-mode #FPINM sparse-mode enable

ip pim redundancy HSRP126 dr-priority 10 #HSRP aware-PIM priority

no shutdown
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interface FastEthernet0/1.127 #Sub Interface
encapsulation dotlqg 127 #VLAN tagging protocoel

ip address 172.27.58.253 255.255.255.192
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standby 127 preempt
standby 127 track 127 decrement 20 #HSRP priorit
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MFLS line ceonnection failure

standby 127 name HSRP127
ip pim sparse-mode #FIM sparse-mode

2iladodle

it

ent in

thes event

bl
ip pim redundancy HSRP127 dr-priority 10 #HSRP aware-FIM priorirtcy

no shutdown

ip classless

172.26.251.0 255.25858.2585.0 172.26.58.1
17920:26.253 .0 255.2585.255.0 172.26.58.1
10.0.0:0 255.2585.255:0 172.26:58.1
10.0.111.0 255.255.255.0 172.26.58.1
10.0.121.0 255.255.255.0 172.26.58.1

ip route
ip
ip
ip
ip

route
route
route

route

172.27.251.0 255,255.255.0 172.27.58.1
172.2%..253.0 255.255.255.0 172.27.58.1
10.10.0.0 255.255.255.0 172.27.58.1
10.10.111.0 255.255.255.0 172.27.58.
1.0.00.121..0' 285..255.255.0 172.2%.58.
10.10.,115.0 255.:255.255.,0 172.27.58.
10.10.123.0 255.255.255.0 172.27.58,
13:.10.125.0 255.255.255.0 172.27.58.

ip route
ip
ip
ip
ip
ip
ip
ip

route
route
route
route
route

route

N e e

route

pim rp-address 10.0.0.200 ACL_PRODUCTION #Permit PIM j

ip
specific 1

multicast group to production RP

ip pim rp-address 10.10.0.230 ACL_EXTERNAL TEST #Permit

X

specific multicast group to external test RP
ip pim rp-address 10.10.0.220 ACL_INTERNAL TEST #Permit
multicast group to internal test RP

ip access-list standard ACL_ PRODUCTION

permit 239.5.6.0 0.0.0.255 #Multicast group IP definiticn
HCSE-Stoch
permit 239.5.7.0 0.0.0.255 #Multicast group IP definition
HOSE-Bond
permit 239.5.8.0 0.0.0.255 #Multicast group IP definition
HOSE-Repo
permit 239.6.6.0 0.0.0.255 #Multicast group IP definition
HNX-Stock
permit 239.6.7.0 0.0.0.255 #Multicast group IP definition

for production

for production

of

' £ G o\

Ll

ile/



permit 239.6.8.0 0.0.0.255 #Multicast group IP definition for productiocn

permit 239.6.10.0 0.0.0.255 #Multicast group IF definition for producticon

HNX-HCX

ip access-list standard ACL_EXTERNAL TEST
permit 239.55.6.0 0.0.0.255 #Multicast group IP definition for external test

HOSE-Stock

permit 239.55.7.0 0.0.0.255 #Multicast group IP definition for external test
HOSE-Bond

permit 239.55.8.0 0.0.0.255 #Multicast group IP definition for external test
HOSE-Repo

permit 239.56.6.0 0.0.0.255 #Multicast group IP definition for external test
HNX-Stock

permit 239.56.7.0 0.0.0.255 #Multicast group IP definition feor external test
HNX-Bond

permit 239.56.8.0 0.0.0.255 #Multicast group IP definition for external test

e

permit 239.56.9.0 0.0.0.255 #Multicast group IP definition for external test

HNX-Upcoem

permit 239.56.10.0 0.0.0.255 #Multicast group IP definition for external test
HNX-HCX

ip access-list standard ACL_INTERNAL_TEST

permit 239.45.6.0 0.0.0.255 #Multicast group IP definition for internal test

HOSE-Steck

permit 239.45.7.0 0.0.0.255 #Multicast group IP definition for internal test
permit 239.45.8.0 0.0.0.255 #Multicast group IP definition fer internal test

permit 239.46.6.0 0.0.0.255 #Multicast group IF definition for internal test
HNX-Stock

permit 239.46.7.0 0.0.0.255 #Multicast group IF definition for internal test
HNX-Bond

permit 239.46.8.0 0.0.0.255 #Multicast group IF definition for internal test
HiX-Dervivatives

permit 239.46.9.0 0.0.0.255 #Multicast group IF definition for internal test
HNX-Upcom

permit 239.46.10.0 0.0.0.255 #Mulricast group IP definition for internal test

HNX-HCX
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- LAN Switch

vlan 26 #VLAN 26 Creation

vlan 27 #VLAN 25 Creation
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vlan 126 #VLAN 12¢ Creation

vlian 127 #VLAN

bl M
&

b

spanning-tree vlan 26, 27, 126, 127 priority 4096 #35pa

nning~tree root switch

priory

A}

interface FastEthernet0/22 #Interface to Firewzll of MF

C

description ### to Internal Firewall ###

switchport trunk encapsulation dotlqg #VLAN tagging protocel
switchport trunk allowed vlan 26, 27 #VLAN Z6
switchport mode trunk #7runk switchport

no shutdown

interface FastEthernet0/23 f#Interface to WAN-ROQUTER-ISP#1 of MF
description ### to WAN-ROUTER-ISP#1 ###
switchport trunk encapsulation dotlg #VLAN tagging protocol
switchport trunk allowed vlan 26, 27, 126, 127 #VLAN 26, 25, 126, 127 Allowed
in Trunk switchport
switchport mode trunk #Trunk switchpert

no shutdown

interface FastEthernet0/26 #Interface to WAN-ROUTER-ISP#Z2 cof MF

description ### to WAN-ROUTER-ISP#2 ###

)

switchport trunk encapsulation dotlg #VLAN tagging protocol
switchport trunk allowed vlan 26, 27, 126, 127 #VLAN 26, 25, 126, 127 Allowed
in Trunk switchport

switchport mode trunk #Trunk switchport

no shutdown

interface FastEthernet0/1 #Interface tc MDIS receiver for preduction
description ### MDIS market data receiver for production ###
switchport mode access #Access switchport
switchport access vlan 126 #
spanning-tree portfast #Fast forwarding state for end-point
spanning-tree bpduguard enable #Detectéprevent BPDU frame

no shutdown

interface FastEthernet0/2 #Interface to MDIS recesiver for tast & training
description ### MDIS market data receiver for external test ###
switchport mode access #Access switchport
switchport access vlan 127 #VLAN 25 access
spanning-tree portfast #Fast forwarding state for end-point
spanning-tree bpduguard enable #Detectaprevent BPDU frame

no shutdown
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